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KMDIA Virtual Seminar Advancement of Global Medical Device Regulation: Cybersecurity

m Purpose of WG

« WG Purpose

e Sharing best practices among regulators on medical device
cybersecurity and establishing common pre—market and post—
market regulations.

« WG Configuration

» A total of 14 academic/research/corporate experts chaired by
Professor Keunhee Han of Korea University.

« WG Activity

« Conduct regular/temporary meetings after committee formation

e Support for creating a Medical Device Cybersecurity Guidelines
organized by IMDRF

« Support documents for "cyber security principles and utilization" by

— dividing the scope into pre= and post—market-CategaIde Sousry assocation g
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Contributions and collaborations to IMDRF with
MFDS(Ministry of Food and Drug Safety)

1.2

* “Principles and Practices for
Medical Device Cybersecurity”
published March.18.2020

« Members of the Cyber Security
Working Group contributed to

the IMDRF's guidelines and

regulations through expert
meetings.

IMDRF/CYEEE WGTVGIFINAL:2020)

3 | F A IMDHF Eéfrirgg té!%;ﬂl:tgfsic:tl:-rum
o

FINAL DOCUMENT+
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Title: Principles and Practices for Mediczl Device Cybarzecurity«
=

Authoring Group: Meadical Davice Cybersecunty Working Groups

Date: 13 hMarck 2020

Dr Choong May Ling, Mimi, IMDEF Chair|

[This doomnent was praduced by the Imtamationsl hedical Device Femiators Fanam, There are no restrictions an the raprodection ar wse of this donment; however, incarporefion of this dacument
lin part ar inwhole, nto snatl=r donwesnt, or its ranslation into langwagas other then Enslish, does not comvey o represent a0 endarsement of amy kind by the Intemations] hiadical Device Ragulstars
[F o

ICoprrizit £ 2020 by the Intamztional hedical Device Femlators Formem «
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“Principles and Practices for Medical Device Cybersecurity”

* Purpose:

* To provide fundamental concepts and considerations on the general p
rinciples and best practices on medical device cybersecurity

* Scope:
» Considers cybersecurity broadly in the context of medical devices that

either contain or composed of software, and not just network connect
ed devices

* Excludes information security and directly state scope includes medic
al device safety and performance

* Includes recommendations to all stakeholders, not just manufacturers

T |
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“Principles and Practices for Medical Device Cybersecurity”

* General Principles:

1.

2.

Global Harmonization: Stakeholders are encouraged to harmonize their cybersecurity
approaches across the entire life cycle of the medical device.

Total Product Life Cycle (TPLC): Risks associated with cybersecurity threats and vuln
erabilities should be considered throughout all phases in the life cycle of a medical de
vice.

Information Sharing: Stakeholders are encouraged to engage in information sharing to
Increase transparency and collaboration to enable the safe and effective use of medic
al devices.

Shared Responsibility: All stakeholders must understand their responsibilities and wor
k closely with other stakeholders to respond to potential cybersecurity risks and threa
ts.
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New Work Item Extension

* Progress and Planned MilestonesPurpose:

* Goal: To increase international alignment and improved safety and securit
Y
* February 3, 2021: New Work Kickoff Meeting
* April 2021: Final Document Outline
* April-October 2021: WG Meetings every two weeks
* October/November: 4-day WG Meeting
« February 2022: Submission of draft to IMDRF MC(Management Committee)
* April 2022: Public Consultation*
* April-October 2022: WG Meetings
* October/November 2022: 4-day WG Meeting
« March 2023: Publish Final Document(s)*

T |
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Korea Status of MD Cybersecurity D

« Publication of "Guidelines for Cybersecurity )
Authorization and Examination of Medical Devices™ - o|27171°] AIOIH HOF 6]7} - AlA

Nov.2019 JHOI 2L (RIRIQI OHHA)
* Purpose
* |t is intended to secure safety management of medical
devices that can communicate by clarifying the application
of medical devices requiring cybersecurity and determining
security requirements that can be applied according to the

characteristics of the product and the scope of data to be
submitted. 2019. 11. 28

* Scope

1) Medical devices that transmit and receive personal
medical information such as biometric information of
patients using wired and wireless communication

. : . . . Al 0| O E OV
 2) Medical devices that can control devices using wired and AlEoloi oI EIni
. . . —l'Egl—IEJJ-O-”'?iI
wireless communication o) = 1] 7| Al A =

¢ 3) Medical devices that use wired and wireless

—__Commumnication to maitaiT frmTware or Software updates. - KOREAMEDICAL DEVICES INDUSTRY ASSOCIATION  gapin
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Korea Status of MD Cybersecurity D

e Publication of " Guidelines for Medical Device Post-

Market Cybersecurity" — Nov.2020 HIZAXY S AATE HA
* Purpose O|gJ17] AI'® = ALOIH| &0t
- In order to respond to cybersecurity vulnerabilities after JIOIE 21T Ol OHH M)

medical device marketing, it will present matters to be
managed and observed by medical device manufacturers

/ importers, and reduce the risk of cybersecurity
throughout the medical device lifecycle.

* Scope

* 1) Medical devices that transmit and receive personal 2020. 11.
medical information such as biometric information of
patients using wired and wireless communication

 2) Medical devices that can control devices using wired and
wireless communication O AB oIt EOHTAY

« 3) Medical devices that use wired and wireless AlBsnacmy
communication to maintain firmware or software updates. o|Z I AN
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Korea Status of MD Cybersecurity*

« Publication of "Cybersecurity FAQs Frequently Asked

During Medical Device License Examination" — Apr.2021 OJ=J171 0t - &At Al Xt E=
« Part 1 Subject to submission of cybersecurity data: 19 AMOIH 22 SZTFAQII AR 2HHAM]
items

 A. Whether data are subject to submission for the
purpose of communication.

 B. Whether to submit data according to the composition
of communication

« C. Whether to submit data in the event of modification.

2021. 4. 22
e Part?2 Cybersecurity Required Principles Checklist: 7
items
 A. What applies according to the communication
configuration
A|ZO|QFZOHMA

 B. Method of proof by checklist item O »;Iglggtgérﬁngwg

« Part 3 Cybersecurity Safety Proof Data: 9 Items A=2Ia8AR

« A. Requirements and types of data submitted
« B. Matters to be included in the submitted materials.
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Korea Status of MD Cybersecurity

 We will continue to reflect cybersecurity requirements in related laws
and systems.

 We are going to benchmark cybersecurity issues of foreign regulators
and push for system reform suitable for global trends.

 The Ministry of Science and ICT selects three universities in the
metropolitan area and selects a convergence security graduate school
that learns Healthcare security as its main major and fosters
professional personnel.

* International standards for the security of IEC 62443 Series industrial
control systems are being prepared in Asian countries such as Australia,
EU, and US FDA to secure medical device products in the process of
developing and producing them.

« So, We are lecturing on EMR/PACS/OCS Security, Medical Device
—securty—Risk-Manragement—and-Heatthcare-Htermationals taRaasdsnon g
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